:
@




=
>4

ﬂ‘i‘ i
e

ISC
ATM 101 @

BCHUNRSX®

K

ATM ESSENTIAL FRONT COMPONENTS

Display - GUI interface for customer
interaction with ATM, modern devices
have touchscreens/virtual function key

Receipt printer = print transaction records

Encryption PIN Pad (EPP) - identifier

encryption, e.g. PIN when entered Card reader - Chip resp.

magnetic stripe reader for
credit/debit cards

Shutter - Cash presentation

[ERO TRUST SECURITY
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ATM — ESSENTIAL INNER COMPONENTS

Vault - constructed from high tensile
strength steel with locking mechanism

user interface, handling peripheral devices and
communication, processing transactions
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Jackpotting illustrated

Gain access to ATM PC Use special malware

atal iaal - e T Malware gends Dispense
Install malware via menu for ATM commands to ATM cash

CD or USB command and control

it S Serr e e e e 9



ATM JACKPOTTING CASE IN 2013

The Story

Several completely emptied ATMs

= First forensic investigations on ATM PCs found no traces

= Surveillance videos revealed the modus operandi where attackers used a
driller to remove aperture of ATM

= Some time later police busted a guy while conducting exactly the same
procedure and seized an USB Stick containing the jackpotting malware

= Contents on seized USB-Stick
» Adjusted version of Hirens-BootCD, to boot minimal WinXP
= Batchscript, to install malware on ATM-PC and reboot system for
activation

[ERO TRUST SECURITY
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ATM JACKPOTTING CASE IN 2013

Status after infecting the ATM

/ 7p <ATMSoftware>.exe \

m rRerneI.32.dII rﬁser32.dll fEdi32.dII

0 ﬂlMVendorLidell HlMVendorLin.dll

m ﬂlMVendorLib&dll ﬂlMVendorLib....

\m INJECTED_ATM_TROJAN.DLL
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ATM JACKPOTTING CASE IN 2013 ..@

From activation to cashout menu

0 Malware activation via 12-digit code
' e Challenge Response procedure

e Menu for cashout and other features

" ratence resvome svren

hallenge Response System

Challenge code - Call operator for response code Systemoptlons
T 1B C9 5B 90 Choose your option via Pinpad
1 | (A-100) (0003) - US$ 300,00
Enter response code via Pinpad. 2 ‘ (B-20) (0777) = US$ 15540,00

3 | (C-10) (0379) - US$ 3.790,00

4 | (D-50) (0335) - US$ 16.750,00
$ | Total balance: US$ 36.380,00
5 ‘ System cleanup

6 ‘ ATM offline mode
7 ‘ Deactivate network connection

)

8 ‘ Activate network connection

CURTTY e —— |
|
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Anti-Reversing measures - State machine with heavy code obfuscation, to
protect challenge-response code and jump-adresses to dispense functions

jwoid
4

_thiscall ProcessWindowInputHumbier{classg t =this,

S

A BTG
WCHAR £ BTS2
HEHAR
WEHAR

[ bp—%Ch 13
[bp
£é
] [
i rhp'hHh| ||p 160 e
Humberstri ' speCn] [bp
_ Ant18 v1Z; FF [sp+aEh] |h“ 16 JEE
WCHAR: WindowTexUt[8]: J/F [spS0h] [bp

1 [hp-3an @

1 b ] G

140 jE

rrtFromTokentUnlockCode[ @] ;

El
®
®

guutrh in=->SomeWindowdHandle, WHM_GETTEXT. 7u,
¥

= @ Bk Humbher <= 9@

= Windowiexts

H
while { v 33
if { (u9 - BWindowTextf1]) € & )

EHumber Sty
- il

1. 18)3
ring;

‘rentWcharP e g

ntWcharPter;

ul = urfi];
L LT

>

while { wi )

mencpu{u? , BHumberfSteing, Currentb
SendMessagewu 1 i->SonedWindowHandLe

*

uth = WindowText

o

%
Y = Wb
UG

¥

wru.-? { % )¢

ir uli — h\znnnu-u\1[1] ==
JUMPDUTEgstarturnbiuscatEUCnue).

BHumbers
WH_SETTEXT .

int Humber)

Windowlext)

state machine

£ ndouText JGFOOED1A

GFRYEREC
GFE9EREC
GFBYERED
GFRPEREC
6FEPEBED
GFBPEBREE
GFRPEREF
GFEPERF N
GFOPERF &
GFEYERF N
GFAYERFS
GFBROERFE
SFBYERFD
GFBPED B

GFRPER1Z
GFEPED 1Y
GFBOER 1L
GFRYED1N
GFBPEY 1N

GFEYES16
GFBYER16
GFASERAA
GFBYESIE
GFRPERIC
GFESESD
&FAVERIC
GFRPERIC
GFEYEDZ O
GFRYERZ A
GFE9EDZ0
GFBDE®21

aro 6@
wen PG
ovn FC
oo ER 00 08 o0

baee SF
ahn 81
avl B8R
e

BY 6F

o3 E4 BY &F
20

kil

nFy 2

oY EB DG

@1 44 BF S8

ER @&

@94 @1 W4 BF &8

N Ny

gRtartOfdibfFuscatedCode

pusha
pushF
cld
call

loc GFBRERFL:
pop
suly
manw
add
cmp
in=
jnp

loc _G6FBRESGA :
i
mnow
Jmp

loc G6FRPEDTL:

imp
EHD OF FUNCTEIOH CHUHK

add

inp
; START OF
loc 6FBRERIGC:

add
loc_G6FBRE®20:

dec

&+5

edi

edi, AFBYE
eax, edi
wdd, &FBDE
vax, [edi-
short loc_
short loc

[edi+2CN] .
wox, UREh
short loc

short loc_
FOR sub &F

[edirecx=i
short loc_

FURCT IOM CHUHE FOR sub

[edivpox=l
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Anti-Reversing measures - strings obfuscation decrypted at runtime

LibFileName[8] = B8x6B; // aKernel32
LibFileName[7] = ©Bx32;

LlibFileName[5] = Ox6C;

LibFileName[8] = 8;

LibFileName[2] = Ox72;

LibFileName[1] = Bx65;

LibFileName[3] = Ox6E;

LibFileName[6] = B8x33;

LibFileName[4] = Bx65;

strepy(ProcHame, “2+:Ex"-=\x01+i+3Q! 0\x1080 _;");// Obfuscated String --> GetPrivateProfilelntA
i= 0;
KeyIndex = 8;
do
{
ProcName[i] "= gXorKey[Keylndex++];
if { KeyIndex == 8 )
KeylIndex = 0;
ProcName[i + 1] "= gXorKey[Keylndex++];
if ( KeyIndex == 8§ )
KeyIndex = 8;
ProcName[i + 2] "= gXorKey[Keylndex++];
if ( Keylndex == )
KeyIndex = 8;
1 += 3;

b

hile ( i < @x15

ZERO TRUST¥hile ¢ i <

)i /7 Decryption Loop

aernel12? = | aadl ihrarablfl ihFilalamay -



GAINING ACCESS TO THE INNER HOUSING OF THE ATM

Some popular ways — highly depending on ATM vendor and models

Q Using a knife

c Drilling a hole in the plastic aperture

e, 7\

¢ )

(1sc) | (&)
USB ports
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GAINING ACCESS TO THE INNER HOUSING OF THE ATM (59)

BCHENRS K@

Some popular ways — highly depending on ATM vendor and models

ATM keys are not high security keys. Easy to replicate
and cheap to buy on the darknet for some bucks.
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ATM MALWARE DISSECTED
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Analysis of an XFS based ATM malware

= So called ,ATMRIPPER" malware was used in
attacks against Government Savings Bank.

» Uses middleware XFS-API (Extension for Financial
Services) to communicate with ATM, thus
supporting a lot of modern industry devices.



ATM MALWARE DISSECTED

XFS illustrated

F b

Config
Information

Windows-based
ATM application |
A N
[ XFS API |
XFS Manager —
| XFS SPI ]
. 4
( )
Service [ Cardreader |

providers _ Printer

| Cash dispenser |

-

/ .
/ XFS functions (at least most important onces) \

BCHUNES® X&

T

™

b oo LA L A R A R e
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Making an analyst's life easier by building an IDA type library for XFS functions (step by step
guide)

Create a .H file including all relevant headers, e.g. XFS.H

In IDA's TILIB SDK there’s a VC32.CFG resp. VC64.CFG containing
contains settings that mimic Visual C++ win32 compiler

WESHWERROR LEWESHWE

The default assumption of IDA’s TILIB is that public function names
use the CDECL calling convention with underscore prepended

for instance - int SomeFunction(int x, int y);

IDA matches it against the name _SomeFunction in IDB, applies
type information and comments its arguments.

HSERVIC
DWORD d

If the binary uses undecorated names like WfsExecute, -Gn switch
is needed when compiling the TIL file in order to make the function
name matching to work.

HRESU
HRESULT
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Making an analyst's life easier by building an IDA type library for XFS functions (step by step
guide)

= Sample compile - tilib.exe @vc32.cfg -c -hXFS.H xfs.til -Gn -t"XFS (Extension for Financial Services) headers"”
= Compiled TIL file needs to be copied to %IDADIR%!/til/pc

* To make it available in the Type Libraries there are two options
= (SHIFT+F11) --> (then INSERT to load it)

VIl T TT CMD CDM END EXCHANGE","312"],
. LoadTl I( st.tll ) : CMD_CDM_OPEN_SAFE__ n ow313m],
ID_C DM_C-ALIBRP;TE_CBSH_UNIT ","315"],
 CDM SET MIX TABLE","320"],
ID_CDM RESET", "321"],
ID_CDM TEST CI—‘;SH_UNITS n,m"3z2"],

» Adding XFS-enums to IDA with IDAPython DM SET BLA o w3n7w]
"WFS_CMD CDM_SYNCHRONTZE_COMMAND", "328"]]

Enum (0, " ' idaapi.hexflag()) -
AddEnum (0, XECUTE", idaapi.hexflag()):

INFO ENUMS:
tEx (XFSINFO, n[0], (n[11), 1);

EXECUTE ENUMS:
tEx (XFSEXECUTE, n[0], (n[11), 1):
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IDA TILIB for XFS in action > DEMO

Available Type Libraries | ;IQI
File | Loaded I Description

XFS -TI L ﬁ | e I n Type iE' wdk81_um Windows Driver Kit 8. 1 {user mode)
- u = @ widks_km Windows Driver Kit 8 (kernel mode)
Ll b ra rl ES VIEW IE wdks_um Windows Driver Kit 8 {user mode)
|E widm M3 Windows <wdm.h>
rﬂ wnet MS Windows DDK <wnet/windows.h=
j *F: (Extension for Financial Services) headers

With XFS Type
nEeaE e i Library support

lea eax, [esp+l04h+var F4] lea eax, [esp+104h+pResult]

push eax push eax ; lppResult

push 0 push 0 ; dwTimeout

lea eax, [esp+10Ch+var F8] lea eax, [esp+l10Ch+CmdDatal

push eax o3 push eax ; lpCmdbData

o movzx eax, word J4CObE MOVZX eax, word 44CB6E
Without XFS TYQE_—' push 203 push WFS CMD IDC EJECT CARD ; dwCommand

push it prush eax - - ; hService

Ubrar\f Support call ds :WFSExecute call ds WFSExecute
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ATMRIPPER's authentication check

To identify only trusted persons using ATMRIPPER for cashout authentication works by reading a creditcard
resp. debitcard and compare hashed values of cardnumber with 4 valid ones within its code.

CheckHashes proc near

'be59%a724feae790b3£315edf71a8450888c021£f113e3c2b471e174130c201852'4 0
var 4 = dword ptr -4 PO TR T P WO TR
arg 4 = dword ptr OcCh align 4

db 'Developed by kernyv@jabbim.com',0

; DATA XREF: WinMain(x,x,x,x)+2B:o
FUNCTION CHUNK AT .text:00427D57 SIZE 0000001E BYTES align 4
db 'service',0 ; DATA XREF: WinMain(x,x,x,x)+79:0

; __unwind { // sub 427D75 101

mowv eax, offset sub 427D75 db_'/uninstall' 0 DATA SREF. WinMoin G s sz cloc 401845 o
call _F_'.H_prolog3 a g226 57da928d6£3e3480dfc7d037611611%91bdb170el0calbcTacsde6912945 0 W'th th XFS t I'b 't’
mov esi, offset aBe59%a724feae79 ; "beb a?24feae?90b3f3159dfdzll a2 rea © “ ooochs e hea e iacsde < | e ype | rary| S

PR
push esi align 4 .
call '?length@?Schar_traits@D@stcl@@SAIPBD@Z ; std::char trait dd offset loc 420043+1 ; DATA XREF: WinMain(x,x, X, x)+5Ero easy to flnd the area Where to
pop ecx . . oo

h eax . size text "UTF-16LE", 'ackup Service',0 t h t t d .
pus : ; on - patch, to accept every card. ;-)
push esl ; Src db_t/ipstall: O )L R Wll%lnf )leE -
A alfign 4
il eox, DfJf_SEt p}IIashl ' ‘u:t R . dbl ' 692cdaf6ed2ab3ad£307e5d047249£Tb30ceddd6be88£22ca032412419bd62b7 !
call ?ass:.gn.s?Sbas:.c_strlng.sDU?Schar_tralts.sD.sstd.s.sV?Salloca P N -
push 0Fh align 4
xor ebx, ebx S
db 'install',O ; DATA XREF: WinMain(x,x,x,x)+98:0

i try { 1
mnov [ebp+var 4], ebx db_'/cleanup' 0 e ATA SREF. WinMain (o s s st 9F o
pop edi :113 ?-8679 7c0c9b0d6919c12cbc08Te942dThE48d3a78cd3ec80321 fbfd1b33a1904 "
mov esi, offset aF26a57da928d6f : "fzSas?daeazE:dﬁfsesalE;t}.:ifc?L.,I.u“‘iﬁimw o eebersre Socsarediect =
push esi
mov dword ptr unk 448844, edi E8 D2 00 00 00 call CheckForvalidcardToJackpotATM
mnov dword ptr unk 448B40, ebx 83 c4 18 add esp, 18h

s T

mov byte ptr pHash2, bl 84 CO test al, al
call ?length@?$char traits@DEstd@@SATPBDEZ ; std::char traits<char>::length(cha
pop ecx . B9 48 B5 44 00 mov ecx, offset dword 44B548
push sax ; Slze E8 4F D1 00 00 call Call WFSCancelAsyncRequest

U P N pp
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Huntlng for ATMRIPPER in memory and on disk with YARA

rule APT RULE ATMRIFPFER :

malwar
autho

condit
uint

"Rule di
= "2016-0

rean

ATMRIPPER malware

5 Thailand ATM Jackpot malware RIPPER"

g-01"
cybercrime gang"

family = "ATM-malware RIPPER"

r = "Frank Boldewin"

hf3p34 UdfP!dU3f ll 119
2ab3a4£307e5d047
6919c12cbc08

1 Loading YARA-rules

1 Starting scan.

Please wait...

Matching YARA Rule

APT_RULE_ATMRIPPER [descriptior

ly="ATMH-malware RIPPER"”,author="Frank Boldewin”1 3364

0x430fel : $C

0x431058
0x4310c8
0x431120
0x401179
0x402368

0x43109c : $S

0x431200
01431280
0431260

ard_Ha

shl: beb%a724feae?90b31315edf71a8450888c0211113e3c2l
:$Card_Hash2: f26a57da%928d6f3e3480dfc?d03761161191bdb170c10415c7ac5de6912945¢
:$Card_Hash3: 692cdaf6et2ab3abf307e5d047269T7b30cedddbbc88 P caB32412419bd62b7
:$Card_Hashé4: 0679c¢7cBc9b0d6919c12chbcB8Te942d7bf48d3a78cd
:$Code_Byutesl: 68 CB 00 00 80 50 FF 15 F4 Al 42 00 EB 19

:$Code_By
ervice:
‘$Service:
‘$Service:
‘$Service:
‘$Service:
‘$Service:
‘$Service:

tes2: E8 B8

DAxBOB\xB0a\x00c\=x0Bk\x00u\xBOP\x00
DAxBOB\xB0a\x00c\=x0Bk\x00u\xBOP\x00

D\xB0B\xB0a\x00c\=x0Bk\x00u\xBOD\x00
D\xB0B\xB0a\x00c\=x0Bk\x00u\xBOD\x00
D\xBOB\xB0a\=x00c\=x0Bk\ 100U \xBOD \x00

==> 3364
FuLoadPm.exe
C:\Probase\cscw32\bin\FuLoadPm.exe

"Rule detects Thailand ATH Jackpot mal

5B 0
D\xBBB\x00a\=00c =00k \x00u\=00p =00 \xOOSY

5032412419h
32 1f1fdll33aqu4"

Dv%mm%mmdwwwwmm%mm\@%

e RIPPER"
71e174130c201852

nocase

ATMRipper found as FwLoadPm.exe

F50321Fbfdlb33al004
'S AP 42 B0 68 74 12 43 00 88 55 A4

(1SC

2018

BCHENES AR

.\
<)
S
DEOHRMEPBL

£43:<§\

,last_modified="2016-08-01" actor="East european cvbercrime gang”

.malware_fami
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Black Boxing

Black Boxing is a special variation of jackpotting, where the ATM PC
is not used to cashout.

After fraudsters gained access to the inner housing of the ATM, they
connect their own device to the cash dispenser and issue
commands.

In order to successfully cashout, the Black Box needs to be prepared
for the type of dispenser being attacked.
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Exotic Black Boxes

Oldschool Black Box = PC with NCR SDC board + handy-jammer

-y

£ e

——

/ . k—_*:. -.i
.

(\(\“ A
-~ F, : T

Black Box — Embedded style

Blackbox connected
to dispenser

Bluetooth device to
control blackbox



ATM BLACK BOXING &
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Gaining direct access to the NCR proprietary SDC ribbon cable, leading to cash dispenser

[ERO TRUST SECURITY
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Fraudster at work
Uses ATM key to gain Connecting notebook and Contacting guy with remote
access to inner housing dispenser via USB2SDC cable access to blackbox

[ERO TRUST SECURITY
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ATM BLACK BOXING (155)

Seized equipment after fraudsters got busted

NCR ATM proprietary diagnosis software ATMDESK
has DISPENSE feature to cashout money.

< LOGGING:OFF LOOP:OFF

9=PAGE DOWN

CONTROL MENU >

T T ——




ATM BLACK BOXING - DEMO

Execute ATM malware CuﬂetM°aker

~ generate response code and cash out.
Notebook has a pre-installed ATM manuracrurer

software stack to communicate with the dispense
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Cutlet Maker ATM malware insights

Features:

,Check heat® - Dispense 1 note
yotart cooking“ - Dispense 60 notes
“‘Reset” - Reset cashout

“Stop!” - Terminate cashout
Buttons represent cash cartridges

nCutletMaker—vl »>Cutlet _Maker.exe P CUTLET MAKER 1.0 F
:sCutletMaker—vl>calccode .exe

Eggi;g:?%gg%zgigg heliebhige Taste ' HO-HO-H0!
womE e LET’S MAKE SOME
CUTLETS

TODAY!

Code: 53345105 I;55?1553 CHECK HEAT I CHECK HEAT I CHECK HEAT l CHECK HEAT |

Stop!t | Reset | start cooking! i start cooking! | start cooking! l start cooking! |
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Cutlet Maker ATM malware insights

Original edition = With each run Cutlet Maker generates a Malware is written in Delphi

challenge/response code. For every run a license code has to
be ordered on a website. Targets Wincor ATMs, as it relies on proprietary CNG device

handler
Cracked edition (sold at a cheaper price) = with KeyGen -
calccode.exe Anti-Reversing measures

. Protected with VMProtected - Highly obfuscated code
a) AlphaBay Market 9%*5;3;32331’2!&3:5353'

[lpetectiteasyror SlElE

File name: C:/ftools/malware [Cutletmaker-ATM-malware [Cutlet_Maker.exe

BALANCE FEEDBACK FORUMS API SUPPORT

e ATM Malware

won Manual get it from here (

Type: PE Size: 1816064 Entropy FLC 5 H

erson that will
1o getall t
Tomakene Import Resource PE

he ATH MALWARE. The T AT malviare will allow

Favorite Listing
ol wiil get 3 Software 1-To check the ATM Balance inthe 4 Cassetie,

avarite Seller

Blerk since Mar 27. 2017 EntryPoint: 0038eca3 = ImageBase: 00400000
Rt bisting Lio-diSpAIE
Features. Fearures MNurmber ions: nooc = nage: 00400000
Proguct class Digital goods Origin country Wollowide
BROWSE CATEGORIES Quantity feft Unlimited Ships to Worlawide o 5
i E Ends in Newver Payment Escrow protectar - 7
: - — T Optio
linker Turbo Linker(2. 25%,Delphi) [EXE32 ? Options
60014 Default - 1 days - USD +0.00 / item _j
16813 Purchase price: USD 5,000.00 About
1 Qe (1 & Buy Now

00 e Signatures 198 ms :
Exit
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Network attacks - Evolving to targeted financial frauds

Since 2014 different actors started financial fraud attacks on a targeted level, like described by Lockheed Martin in the
Cyber Killchain model.

A targeted attack lllustrated

o
-@Fg....., e O .’"‘_*

f!}o
o

phishing mail ADMIN
Recon about with malware) Infect Bank Lateral :}i“ ) #"‘
ta-rget + em ployee s PC movement Ma M‘ Malware Malware
Exploit/malware (Harvest
development credentials / .
nfect more e Gain control

over important

]
]

]

]

]

]

servers u

(2 :
& "

Q)

Software Distribution
Management Servers

systems)

Money laundering

(6 ) - y
Gop

E va Transfer money to Removelraise cash
criminals bank S Control ATMs

‘IIIIIIIIII

5,

‘IIIIIIIII
Steal money

(\(& “ox

limits of bank
accounts accounts Cash Transfer

Systems




4,

sc
EXAMPLE OF ATARGETED NETWORK ATTACK ,,w

DEONRME PO

First Bank case in Taiwan

First Bank's London branch hacked prior to ATM heist
2016/07/18 23:32:59
Initial intrusion into the bank was achieved >
by hacking a vulnerable voice recording
server.

Malware installation on ATMs through banks
software distribution management system.

More than NT$83 million stolen

Thirteen of the 16 suspects fled out of
Taiwan, 3 suspects were arrested by police

File photo

Taipei, July 18 (CNA) The voice recording server of First Bank's London branch was hacked into ahead of the theft of more than NT$80 mill

investigators looking into the heist confirmed Monday.
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004087ESB BD 44 24 70 lea eax, [esp+l10D8h+Formatedstring_slot_Notes]
004087EC 83 C4 10 add esp, 10h
004087EF BB CB movh ecx, eax ;
. . . 004087F1 51 pus ecx ; Ipstring
004087F2 89 5C 24 14 mow [esp+l0CCh+pCscohlpParal, ebx
Targets Wlncor ATMS, as It relles on 004087F6 C7 44 24 18 53 00 00 00 moy Eesp+lOccE+var_lOB4%, 53h ; s’
. . 004087FE 89 44 24 20 mow esp+l0CCh+var_10ac], eax
proprletary CNG device handler 00408802 FF 15 24 90 40 00 call  ds:lstriena
inc eax
1 _ 1 . 00408809 89 44 24 18 mowv [esp+10C8h+var_1080], eax
9 Typ|Ca| CNG API funCtIon Ca”S 0040880D BD 44 24 10 lea eax, [esp+10CBh+pCscDhlParal
C C O C C L k 00408811 BD 94 24 €8 00 00 00 lea edx, [esp+10C8h+var_1000]
00408818 50 push eax
( SC ng pen’ SC ng oC ’ 00408819 89 54 24 28 mowv Eesp+lOccE+var_lOA4%, edx .
: 0040881D C7 44 24 24 00 10 00 00 mow esp+10CCh+var_10a8], 1000
CSCCﬂngSpenSG, CSCCngTransport) 00408825 FF 15 10 90 40 00 call  ds:Csccngpispense
00408828 A9 00 80 00 00 test eax, 8000h
00408830 74 24 jz short loc_408856
00408832 68 F8 B2 40 00 push offset aCsccngdispense ; "CscCngDispense/CscCdmDispense failed wi™. ..
Command“ne tOOIS 00408837 EE 68 BA FF FF call _printf
0040883C 83 EC 24 sub esp, 24h
0040883F B9 0a 00 00 00 qlov ecx, (EAh N - ]
H 00408844 8D 74 24 3B ea esi, [esp+l10F0Oh+pCscpohlPara
- CNGDISP.EXE =» DISpenseS cash 00408848 8B FC mov de‘, espIJ ?
0040884A F3 A5 rep movs
0040884C EB AF F9 FF FF call ErrorHandler
- CNGINFO.EXE - Info on cassettes  gossic es ar ro Ayl Errortan
00408854 EB 15 m| short loc_40886B
jmp hort 1
StatUS 00408856 e
00408856
00408856 Toc_408856: ; CODE XREF: _maim+2601]
00408856 8D 8C 24 C8 00 00 00 'Ieah ecx, [esp+10C8h+var_1000]
. 0040885D 51 pus ecx
0040885E 68 2C B3 40 00 push offset abDispensedSucce ; "Dispensed successfully! Raw Response: %"...
CNGDISP only works in July 2016 - checks 990885t &8 2c 53 40 00 push  offset,
00408868 B3 C4 0B add esp, 8
date 00408868
00408868 Toc_40886E: ; CODE XREF: _maim+2841]
00408868 68 58 B3 40 00 push offset aTransportingCa ; "Transporting cash to wait pos...\n"
00408870 EB 2F 8A FF FF call _printf
00408875 83 C4 04 add esp, 4
00408878 8D 54 24 10 lea edx, [esp+10C8h+pCscbhlrParal
0040887C 52 push edx
0040887D B9 5C 24 14 moy [esp+10CCh+pCscDhlPara], ebx
- . N . A 00408881 C7 44 24 18 57 00 00 00 mowv [esp+10CCh+var_10B4], 57h ; "w’
/ E H 0 1 l\’ UST SECU H | ] Y 00408889 FF 15 0C 90 40 00 call ds :CscCngTransport
- h SN ! 0040888F A9 00 80 00 00 test eax, B8000h

00408894 74 24 jz short Toc_4088BA
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CONCLUSION =

So could all these attacks have been detected and prevented?

Let's see! Answers in the ATM security workshop!




