


ATM 101

ATM ESSENTIAL FRONT COMPONENTS

Display � GUI interface for customer
interaction with ATM, modern devices
have touchscreens/virtual function key

Receipt printer � print transaction records

Encryption PIN Pad (EPP) � identifier
encryption, e.g. PIN when entered Card reader � Chip resp. 

magnetic stripe reader for 
credit/debit cards

Shutter � Cash presentation



ATM 101

ATM – ESSENTIAL INNER COMPONENTS

Vault � constructed from high tensile
strength steel with locking mechanism

Cash cartridges � Storing cash

Cash dispenser

Central processing unit � Computer handling
user interface, handling peripheral devices and
communication, processing transactions



ATM ATTACK TYPE 1

Jackpotting illustrated



ATM JACKPOTTING CASE IN 2013

The Story

� Several completely emptied ATMs

� First forensic investigations on ATM PCs found no traces

� Surveillance videos revealed the modus operandi where attackers used a 
driller to remove aperture of ATM

� Some time later police busted a guy while conducting exactly the same 
procedure and seized an USB Stick containing the jackpotting malware

� Contents on seized USB-Stick
� Adjusted version of Hirens-BootCD, to boot minimal WinXP
� Batchscript, to install malware on ATM-PC and reboot system for 

activation



ATM JACKPOTTING CASE IN 2013

Status after infecting the ATM

<ATMSoftware>.exe

Kernel.32.dll User32.dll Gdi32.dll

ATMVendorLib1.dll

INJECTED_ATM_TROJAN.DLLP
R

O
C

E
S

S

ATMVendorLib2.dll

ATMVendorLib3.dll ATMVendorLib'.



ATM JACKPOTTING CASE IN 2013

From activation to cashout menu

Malware activation via 12-digit code1

2 Challenge Response procedure

3 Menu for cashout and other features



ATM JACKPOTTING CASE IN 2013

Anti-Reversing measures - State machine with heavy code obfuscation, to
protect challenge-response code and jump-adresses to dispense functions



ATM JACKPOTTING CASE IN 2013

Anti-Reversing measures - strings obfuscation decrypted at runtime



GAINING ACCESS TO THE INNER HOUSING OF THE ATM

Some popular ways – highly depending on ATM vendor and models

1 Drilling a hole in the plastic aperture 2 Using a knife
USB ports



GAINING ACCESS TO THE INNER HOUSING OF THE ATM

Some popular ways – highly depending on ATM vendor and models

ATM keys are not high security keys. Easy to replicate
and cheap to buy on the darknet for some bucks.



JACKPOTTING � DEMO



ATM MALWARE DISSECTED

Analysis of an XFS based ATM malware

� So called „ATMRIPPER“ malware was used in 
attacks against Government Savings Bank.

� Uses middleware XFS-API (Extension for Financial 
Services) to communicate with ATM, thus
supporting a lot of modern industry devices.



ATM MALWARE DISSECTED

XFS illustrated



ATM MALWARE DISSECTED

Making an analyst‘s life easier by building an IDA type library for XFS functions (step by step
guide)

� Create a .H file including all relevant headers, e.g. XFS.H

� In IDA’s TILIB SDK there’s a VC32.CFG resp. VC64.CFG containing 
contains settings that mimic Visual C++ win32 compiler

� The default assumption of IDA’s TILIB is that public function names 
use the CDECL calling convention with underscore prepended
for instance � int SomeFunction(int x, int y);

IDA matches it against the name _SomeFunction in IDB, applies 
type information and comments its arguments.

� If the binary uses undecorated names like WfsExecute, -Gn switch 
is needed when compiling the TIL file in order to make the function 
name matching to work.



ATM MALWARE DISSECTED

Making an analyst‘s life easier by building an IDA type library for XFS functions (step by step
guide)

� Sample compile � tilib.exe @vc32.cfg -c -hXFS.H xfs.til -Gn -t"XFS (Extension for Financial Services) headers"

� Compiled TIL file needs to be copied to %IDADIR%/til/pc

� To make it available in the Type Libraries there are two options
� (SHIFT+F11) --> (then INSERT to load it)
� LoadTil("xfs.til")

� Adding XFS-enums to IDA with IDAPython



ATM MALWARE DISSECTED

IDA TILIB for XFS in action � DEMO



ATM MALWARE DISSECTED

ATMRIPPER‘s authentication check

To identify only trusted persons using ATMRIPPER for cashout authentication works by reading a creditcard
resp. debitcard and compare hashed values of cardnumber with 4 valid ones within its code.

With the XFS type library it’s 
easy to find the area where to 
patch, to accept every card. ;-)



ATM MALWARE DISSECTED

Hunting for ATMRIPPER in memory and on disk with YARA

ATMRipper found as FwLoadPm.exe



ATM ATTACK TYPE 2

Black Boxing

Black Boxing is a special variation of jackpotting, where the ATM PC 
is not used to cashout.

After fraudsters gained access to the inner housing of the ATM, they
connect their own device to the cash dispenser and issue
commands.

In order to successfully cashout, the Black Box needs to be prepared
for the type of dispenser being attacked.



ATM BLACK BOXING

Exotic Black Boxes

Oldschool Black Box � PC with NCR SDC board + handy-jammer

Bluetooth device to
control blackbox

Blackbox connected
to dispenser

Black Box – Embedded style



ATM BLACK BOXING

Gaining direct access to the NCR proprietary SDC ribbon cable, leading to cash dispenser



ATM BLACK BOXING

Fraudster at work

Uses ATM key to gain
access to inner housing

Connecting notebook and
dispenser via USB2SDC cable

Contacting guy with remote 
access to blackbox



ATM BLACK BOXING

Seized equipment after fraudsters got busted

NCR ATM proprietary diagnosis software ATMDESK 
has DISPENSE feature to cashout money.



ATM BLACK BOXING � DEMO



ATM MALWARE DISSECTED

Cutlet Maker ATM malware insights

Features:

„Check heat“ � Dispense 1 note
„Start cooking“ � Dispense 60 notes
“Reset” � Reset cashout
“Stop!” � Terminate cashout
Buttons represent cash cartridges



ATM MALWARE DISSECTED

Cutlet Maker ATM malware insights

Original edition � With each run Cutlet Maker generates a 
challenge/response code. For every run a license code has to 
be ordered on a website.

Cracked edition (sold at a cheaper price) � with KeyGen �

calccode.exe

Malware is written in Delphi

Targets Wincor ATMs, as it relies on proprietary CNG device
handler

Anti-Reversing measures
Protected with VMProtected � Highly obfuscated code



ATM ATTACK TYPE 3

Network attacks - Evolving to targeted financial frauds
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Since 2014 different actors started financial fraud attacks on a targeted level, like described by Lockheed Martin in the 
Cyber Killchain model.

A targeted attack lllustrated



EXAMPLE OF A TARGETED NETWORK ATTACK

First Bank case in Taiwan

Initial intrusion into the bank was achieved
by hacking a vulnerable voice recording
server. 

Malware installation on ATMs through banks
software distribution management system.

More than NT$83 million stolen

Thirteen of the 16 suspects fled out of 
Taiwan, 3 suspects were arrested by police



EXAMPLE OF A TARGETED NETWORK ATTACK

Malware used by Cobalt Gang to jackpot ATMs

Targets Wincor ATMs, as it relies on 
proprietary CNG device handler

� Typical CNG-API function calls:
(CscCngOpen, CscCngLock,
CscCngDispense, CscCngTransport)

Commandline tools
� CNGDISP.EXE � Dispenses cash
� CNGINFO.EXE � Info on cassettes

status

CNGDISP only works in July 2016 � checks
date



NETWORK ATTACK � DEMO

Scenario � Attackers already control network. Money mule and operator prepare for cashout



CONCLUSION

So could all these attacks have been detected and prevented?

Let’s see! Answers in the ATM security workshop!


