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The short version

Roster does not collect, log, or transmit any information about you, the accounts you load into it, the

games you launch, or how you use the app. The application would still work if you firewalled it from
everything except Roblox.

There are three outbound destinations Roster ever contacts:

1. Roblox's web API, to refresh your accounts. Same hosts your browser would hit.

2. The Roster update channel (GitHub Releases), to check whether a newer version exists.

3. The Roster licensing endpoint ( api.accountroster.com ), only if you buy Plus or Pro: once to

bind your licence to a machine, then once per day to re-issue a fresh signed licence file. After that, all
licence verification is local.

The Free and Plus tiers additionally show two Adsterra ad placements: a banner in the workspace side

rail (rendered continuously while you're in the app) and a single video ad before each Roblox launch.

Both placements are loaded inside an embedded Microsoft WebView2 surface against URLs issued by
Roster's Adsterra publisher account. The categories of data Adsterra's servers see when an ad URL is

loaded are: your IP address, your Windows locale and time zone, your OS version, your display size, and

standard HTTP context (user-agent, referer). Adsterra's own collection and uses are governed by its
privacy policy. Pro removes both placements and never contacts Adsterra.

If you use the in-app cookie-capture sign-in flow, Roster also embeds Microsoft's WebView2 component

to render Roblox's official login pages locally. WebView2 is a Microsoft-controlled rendering engine and
is bound by Microsoft's own privacy disclosures for the embedded browser process. We use it only to

load roblox.com  and the OAuth pages it redirects to; we don't ship any analytics on top of it.

What stays on your machine

Everything that's "your data" lives in %LOCALAPPDATA%\Roster  and never leaves it unless you explicitly
export it:

Your account list, usernames, aliases, notes, and per-account settings.

The encrypted vault (DPAPI + optional Argon2id).

The refresh log and audit log.

Window-layout presets, group memberships, private-server links.

Per-account playtime sessions.
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Your master password, only as an Argon2id-derived key, only in process memory, only while the

vault is unlocked.

No cloud sync. No "anonymous usage statistics that turn out not to be anonymous." No crash pings. If

Roster crashes, the crash dump is written to disk and you can mail it to us if you want; we don't pull it.

What touches the network

1 / Roblox APIs

For each account in the vault, Roster's refresh loop calls Roblox's web API on that account's behalf.

These are the same authenticated endpoints the official site uses, with the cookie from the vault

attached. We never proxy game-server traffic and never touch the game client's own sockets.

2 / Update channel

On an hourly cadence, Roster checks GitHub Releases for the project to see if a newer version is

available. The request is unauthenticated. GitHub may log standard server-access information (IP, user-

agent) under their own policy; we don't operate that endpoint and we don't see those logs.

3 / Licensing endpoint (Plus and Pro)

If you buy Plus or Pro, the desktop app talks to our licensing endpoint twice in distinct shapes:

Activation - each time you paste your activation code on a machine. The call sends your code and a
hardware fingerprint hash derived from stable Windows identifiers (a hash, not the raw values), and

the server returns an Ed25519-signed licence token bound to that fingerprint. If your licence was

previously bound to a different machine, the server rebinds it to the new one. The previous

machine's daily refresh will then come back as 410 Gone , and that machine drops to the free tier on
its own.

Daily refresh - once per day after activation, the app sends your customer ID plus the fingerprint

hash and receives a re-issued licence token with a fresh expiry. This is what lets the app keep
working through a renewal cycle without you doing anything.

Roster writes the signed token to %LOCALAPPDATA%\Roster . Between refreshes the app verifies the token

entirely offline; you can take a machine off the network for a full renewal cycle and your licence keeps
working. The fingerprint-binding is why copying the token to another machine doesn't work: the

signature is over the fingerprint. Lifetime grants skip the daily refresh entirely.

If you pay for Plus or Pro

The billing system runs on Whop. Whop receives your payment details directly and is the merchant of
record; Roster's servers never see card information. The information Roster's billing backend keeps in

its own KV store is the minimum to make subscriptions work:

https://whop.com/


Your email address (forwarded by Whop on successful checkout, so we can send the activation

code).

A Whop customer/membership ID (so renewals work).

Subscription tier, status, and the next renewal date Whop reports.

The hardware fingerprint hash of the machine you've bound your licence to, and the activation
timestamp.

Notably absent: any Roblox account information (your Roblox usernames are not sent to the billing

system), any usage data, and any device information beyond the opaque fingerprint hash.

What we will never do
Add product analytics, even "anonymous" ones.

Add crash telemetry that uploads automatically.

Sell, share, or rent your email address.

Phone home from a paid install for any reason after the one-time activation, beyond the daily licence
refresh.

Use cookies on this website. There are no cookies. There is no JavaScript that talks to a third party.

Integrate any third-party advertising or analytics SDK in the desktop app beyond the Adsterra side-
rail banner and pre-launch video used on the Free and Plus tiers. (Microsoft's WebView2 is a

Windows rendering component - it hosts the Roblox sign-in flow and, on Free/Plus, the two

Adsterra ad surfaces - and is not itself an advertising or analytics SDK.)

Your rights, briefly

For the Free tier, Roster doesn't hold personal data on its servers, so the rights you'd ordinarily exercise

under GDPR, CCPA, or your local equivalent don't have much to attach to. The vault is on your

machine; you delete it by uninstalling.

For Plus and Pro, the personal data we hold is your email address, your Whop customer/membership

ID, and the hardware fingerprint hash of the machine you've bound your licence to. You can ask us to

delete that record at any time (which will also deactivate the licence). Email
support@accountroster.com. We'll do it within 30 days and confirm in writing.

If you're on the Free or Plus tier and you want to know what Adsterra does with the ad impression,

that's covered by Adsterra's own privacy policy.

Changes to this policy

If we ever change this policy in a way that affects what Roster does or does not transmit, we will

announce the change in the next release's changelog, bump the major version of the application, and
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require explicit re-consent on first launch after the update. There is no scenario in which Roster begins

transmitting new information about you without you noticing.

Contact

For anything privacy-related: security@accountroster.com. Read by one person, usually within 24

hours.
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