Privacy Policy

Last updated: 28 December 2025

This Privacy Policy explains how StrategyFactory.ai FZ-LLC (“StrategyFactory.ai”,

1] M ”

we”, “us”, “our”) collects, uses, shares, and protects personal data in connection with

StrategyFactory.ai (research platform), Trader.dev (execution orchestration layer), and

related services (the “Services”). We are registered in Dubai, United Arab Emirates.

We do not sell personal data.

1) Scope & Roles

e StrategyFactory.ai provides research tools, backtests, forward tests, and a strategy
library for informational purposes.

e Trader.dev provides a Telegram-based interface and orchestration layer that can
connect to third-party exchanges via user-supplied API credentials.

e DaviddTech provides media, educational, and transparency content which may be
publicly accessible.

This Privacy Policy applies to our processing of personal data when we act as a controller of
such data. Third parties (e.g., Telegram, TradingView, Whop, and exchanges) process your data

under their own terms.

2) Personal Data We Collect

Depending on how you use the Services, we may collect:

Account data: email address, basic profile details, and account identifiers.
Telegram data: Telegram username, Telegram user ID, chat metadata, and
messages/commands you send to our Telegram bots (to the extent available to us via
Telegram APIs).

e Technical data: IP address, device information, browser type, timestamps, pages
viewed, and usage logs.
Security & audit data: authentication logs, abuse prevention signals, and event logs.
Payment data: subscription status and purchase metadata from Whop. We do not store
full card details; card data is handled by Whop and its payment partners.



e Exchange connection data (Trader.dev): exchange account identifiers as provided by
exchanges, API key metadata, and encrypted exchange API credentials if you choose to
provide them for orchestration.

We do not request or store your exchange passwords. We do not hold private keys and do not

take custody of funds.

3) How We Use Personal Data

To create and manage accounts and provide access to the Services.

To operate Telegram bots and deliver orchestration functionality you request.

To process subscriptions, verify entitlement, and provide customer support.

To maintain security, prevent fraud/abuse, enforce policies, and troubleshoot issues.
To analyze usage and improve product performance and reliability.

To send service-related communications (e.g., transactional notices, security alerts).

We do not use your personal data to provide financial advice, investment advice, portfolio

management, or recommendations.

4) Legal Bases (GDPR-Aware)

If GDPR or similar laws apply to you, we process personal data under one or more of the
following bases: performance of a contract (providing the Services), legitimate interests
(security, fraud prevention, service improvement), compliance with legal obligations, and

consent (where required for specific communications or cookies).

5) Data Storage & Security

e \We use reasonable administrative, technical, and organizational measures to protect
data.



e Exchange credentials (Trader.dev) are encrypted and handled via secure backend
services. We aim to avoid storing credentials in plaintext.
e No system is 100% secure. You use the Services at your own risk.

You are responsible for configuring exchange API keys with least privilege and for monitoring
exchange permissions. We strongly recommend disabling withdrawal permissions and limiting

keys to the specific functionality required.

6) Cookies & Tracking

We may use essential cookies and similar technologies required for basic site functionality, plus
limited analytics to understand usage. You can control cookies through your browser settings.

Disabling some cookies may impact functionality.

7) Sharing & Third-Party Processors

We may share data with service providers and partners as needed to operate the Services,

including:
e Telegram (messaging platform and bot APIs).
e Whop (subscriptions, billing, entitlement).
e Third-party exchanges you connect (for order routing and account responses).
e Hosting and infrastructure providers (compute, storage, logging).
e Analytics and monitoring tools (limited to operational and performance purposes).

Third parties process your data under their own terms and policies. StrategyFactory.ai is not

responsible for third-party privacy practices.

8) International Transfers



We are based in the United Arab Emirates, and our service providers may be located in multiple
countries. Your personal data may be transferred to and processed in jurisdictions that may

have different data protection laws than your country of residence.

9) Data Retention

We retain personal data only as long as necessary for the purposes described in this Privacy
Policy, including legal, accounting, security, and operational requirements. Retention periods

vary depending on the data type and context.

10) Your Rights

Subiject to applicable law, you may request access to, correction of, deletion of, or restriction of
processing of your personal data. You may also object to certain processing. To submit a

request, visit the knowledge base.

We may require verification of identity before fulfilling requests and may deny requests where

permitted by law (for example, where we must retain data for legal or security purposes).

11) Changes to This Policy

We may update this Privacy Policy at any time. Continued use of the Services after changes

become effective constitutes acceptance of the updated policy.

12) Contact


https://daviddtech.gitbook.io/davidd.tech-algo-traders

For privacy inquiries, visit the knowledge base.


https://daviddtech.gitbook.io/davidd.tech-algo-traders
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