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PRIVACY POLICY 

DEIOS OÜ (“Company”, “we”, “our” or “us”) respects your privacy and is committed 
to protecting it through our compliance with this Privacy Policy (the “Policy”). The 
Sites are intended to be a safe environment for anyone who accesses and/or uses 
them. This Policy describes the types of information we may collect from you or that 
you may provide when you visit the Company’s website located at 
https://klondikepro.com (our “Website”) or any of our social media accounts or 
webpages (the “Social Media Sites”) and our practices for collecting, processing, 
using, retaining, protecting, and disclosing that information. As used in this Policy, 
the word “Sites” shall include the Company’s Website, Social Media Sites, and any 
applications or platforms offered by the Company. We process your personal data in 
accordance with applicable data protection laws, including the GDPR, based on one 
or more lawful grounds, such as the performance of a contract, compliance with legal 
obligations, our legitimate interests, and, where required, your explicit consent. You 
shall also be subject to any additional terms posted with respect to individual 
sections of the Company’s Sites, which also govern your use of the Company’s 
Sites. These additional terms include without limitation the Terms of Use located at: 
https://klondikepro.com (the “Terms of Use”) for the Company’s Sites. In addition, 
you agree to be bound by the terms and conditions, privacy policy and/or other 
policies (the “Social Media Platform Rules”) of any of the social media websites, 
platforms and applications on which the Company’s Social Media Sites reside. 

​ ​ ​ ​ ​ ​  

This Policy applies to information we collect on the Sites. It does not apply to 
information collected by:​ ​ ​ ​ ​  

• Us offline or through any other means, including on any other website operated by 
Company or any third party; or​
 • Any third party, including through any application or content (including advertising) 
that may link to or be accessible from or on the Sites.​
 • in telephone communications between you and the Company. 

​ ​ ​ ​ ​ ​  

 

 

https://klondikepro.com
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Legal Basis for Processing 

We process personal data only where permitted under applicable data protection 
laws. Depending on the context, processing is based on one or more of the following 
legal bases: 

(a) your consent, where required; 

(b) the performance of a contract; 

(c) compliance with a legal obligation; and 

(d) our legitimate interests, provided such interests are not overridden by your rights. 

Where processing is based on your consent, you have the right to withdraw such 
consent at any time without affecting the lawfulness of processing based on consent 
before its withdrawal.​ ​ ​ ​ ​ ​  

 

Information We Collect About You & How We Collect It
​ ​ ​ ​ ​ ​  

When you use our Sites, the Company collects certain information about you. In 
some cases, this information is collected on our behalf by trusted third-party service 
providers acting as data processors in accordance with applicable data protection 
laws.​ ​ ​  

• By which you may be personally identified, such as name, address, e-mail address, 
telephone number, or other similar identifiers necessary for the provision of our 
services; and/or​
 • the contents of the message and/or attachments you may send us, and any other 
information you may choose to provide​ ​ ​ ​ ​ ​
• About your Internet connection, the equipment you use to access our Sites, and 
usage details.​ ​ ​ ​ ​ ​  

We collect this information:​​ ​ ​  

• Directly from you when you provide it to us.​
• Automatically as you navigate through the Sites. Such information may include 
usage details, IP addresses, and information collected through cookies or similar 
technologies, where permitted by applicable law and subject to your cookie 
preferences and consent, where required.​
• From third parties, for example, our business partners. 

​ ​ ​ ​ ​ ​  



Information You Provide to Us​ ​ ​ ​ ​ ​  

The information we collect may include:​ ​ ​ ​ ​  

• Information that you provide on our Sites. This includes but is not limited to any 
information you provide by registering for an account through the Sites, filling out any 
forms on the Sites and any material you Post (as such term is defined below) on the 
Sites. We may also ask you for information when you report a problem with our 
Sites. ​
​
• Records and copies of your correspondence, if you contact us​ ​ ​  

• Information that you provide when communicating with us via electronic means, 
such as your name and email address​ ​ ​ ​  

You also may post, submit, upload, provide, publish, display, or transmit (hereinafter, 
each a “Post”) information or materials to the Company, to other users or to other 
persons, including without limitation posts, comments, personal information, reviews, 
text, images, photographs, graphics, videos and audio, to be published or displayed 
on the Sites, or transmitted to other users of the Sites or third parties (collectively, 
“User Content” and, together with personal information and Automatic Data (as such 
term is defined below), “User Data”). Your User Content is posted and transmitted at 
your own discretion. We implement reasonable technical and organizational 
measures to protect personal data, but no method of transmission or storage is 
completely secure. Additionally, we cannot control the actions of other users of the 
Sites with whom you may choose to share your User Content. Therefore, we cannot 
and do not guarantee that your User Content will not be viewed by unauthorized 
persons. 

We collect and process only such personal data as is necessary and relevant for the 
purposes described in this Policy.​​ ​ ​ ​  

 

Information We Collect Through Automatic 
Data Collection Technologies 
As you navigate through and interact with our Sites, we may use automatic data 
collection technologies to collect certain information about your equipment, browsing 
actions, and patterns (collectively, “Automatic Data”), including: 

​ ​ ​ ​ ​ ​  



• Details of your visits to our Sites, including traffic data, location data, the website or 
URL from which you came from prior to landing on the Sites, the date and time that 
you access or use our Sites, and the website or URL to which you go upon leaving 
the Sites, and other communication data and the resources that you access and use 
on the Website.​
 • Information about your computer and/or other device, your Internet connection, 
including your IP address, your operating system, and your browser type.​ ​
​ ​ ​ ​  

We may use such technologies to collect information about your interactions with our 
Sites and, where permitted by applicable law and subject to your consent where 
required, to understand usage patterns and improve our services. The information 
we collect automatically may include personal information or we may maintain it or 
associate it with personal information we collect in other ways or receive from third 
parties. It helps us to improve our Sites and to deliver a better and more 
personalized service, including by enabling us to estimate our audience size and 
usage patterns. 

The technologies we use for this automatic data collection may include:​ ​
​ ​  

• Cookies. A cookie is a small file placed on the hard drive of your computer. 
Cookies are used to store information including visitors' preferences, and the pages 
on the Sites that the visitor accessed or visited. The information is used to optimize 
the users' experience by customizing our Sites’ content based on visitors' browser 
type and/or other information. Among the types of cookies which the Company may 
use are: (i) essential cookies, which are necessary for the operation and security of 
the Sites and do not require user consent under applicable law, (ii) marketing 
cookies, which are used to track advertising effectiveness to provide a more relevant 
service and deliver better ads to suit your interests, (iii) functional cookies, which 
collect data to remember choices users make to improve and give a more 
personalized experience on the Sites, and (iv) analytics cookies, which help the 
Company understand how visitors interact with our Sites, discover errors, and 
provider better overall analytics. You may refuse to accept certain cookies by 
activating the appropriate setting on your browser. However, if you select this setting 
you may be unable to access certain parts of our Sites. Non-essential cookies will be 
placed only in accordance with your cookie preferences and consent, where required 
by applicable law.​ ​ ​  

• Log Files. The Company follows a standard procedure of using log files. These 
files log visitors when they visit websites. The information collected by log files 
include internet protocol (IP) addresses, browser type, Internet Service Provider 
(ISP), date and time stamp, referring/exit pages, and possibly the number of clicks. 
The purpose of the information is for analyzing trends, administering the site, 
tracking users' movement on the website, and gathering demographic information. 



​ ​ ​ ​ ​ ​  

Cookies and Log Files (“User Attribution Devices”) help facilitate and enhance the 
Sites’ communications and interactions with you. The Company may share 
information collected through such technologies with trusted third-party service 
providers acting as data processors or independent controllers, such as analytics or 
advertising providers, where permitted by law and subject to your consent where 
required. You may opt-out of collection and use of information by certain User 
Attribution Devices in connection with your use of the Sites by: (i) visiting 
http://optout.aboutads.info/; and/or (ii) setting your Internet browser to refuse certain 
types of User Attribution Devices, such as cookies. 

You can manage your cookie preferences at any time through our cookie consent 
banner or settings, where available. 

​ ​ ​ ​ ​  

How We Use Your Information 
We may use information about our users in aggregated or anonymized form, to the 
extent permitted by applicable law.​  

• To personalize your experience on the Sites.​
• To improve customer service and to understand and analyze how you use our 
Sites.​
• To present our Sites and their contents to you.​
• To provide, operate, expand, maintain and improve our Sites.​
• To develop new products, services, features, and functionality.​
• To provide you with information or services that you request from us.​
• To fulfill any other purpose for which you provide it.​
• To carry out our obligations and enforce our rights arising from any contracts 
entered into between you and us, including for billing and collection.​
• To communicate with you, either directly or through one of our partners, including 
for customer service, to provide you with updates and other information relating to 
our Sites (including any services provided through our Sites), and for marketing and 
promotional purposes, where permitted by applicable law and subject to your 
consent where required.​
• To administer a contest, sweepstakes, other promotion, survey or other feature of 
the Sites.​
• To allow you to participate in interactive features on our Sites.​
• To find and prevent fraud.​
• In any other way we may describe when you provide the information.​
• For any other purpose with your consent.​ ​ ​ ​ ​  



Where required by applicable law, we will contact you for marketing or promotional 
purposes only with your consent, which you may withdraw at any time. 

​
Disclosure of Your Information 

We may disclose any information about our users, including without limitation any 
User Data, in aggregated, anonymized and/or non-personally identifiable form, to the 
extent permitted by applicable law. We may disclose information that we collect 
about you or that you provide to us as described in this Policy, including without 
limitation any User Data:​ ​ ​ ​ ​ ​ ​ ​  

• To contractors, service providers, and other third parties we use to support our 
business and who are bound by contractual obligations to keep your User Data 
confidential and use it only for the purposes for which we disclose it to them.​
 • To an affiliate, subsidiary, buyer or other successor in the event of a merger, 
divestiture, restructuring, consolidation, reorganization, dissolution, or other sale or 
transfer of some or all of Company’s assets, whether as a going concern or as part 
of bankruptcy, insolvency, liquidation, or similar proceeding, in which User Data held 
by the Company about our Sites users is among the assets transferred.​ ​ ​
• To third parties for marketing purposes only where you have provided your explicit 
consent, where required by applicable law.​
• To fulfill the purpose for which you provide it.​
• For any other purpose disclosed by us when you provide the information.​
• Otherwise with your consent​
​
We may also disclose your information, including without limitation any User Data:
​  

• To comply with any court order, law, or legal process, including responding to any 
government or regulatory request.​
 • To enforce or apply our Terms of Use and other agreements, including for billing 
and collection purposes.​
 • If we believe disclosure is necessary or appropriate to protect the rights, property, 
or safety of the Company, our customers, or others. This includes exchanging 
information with other companies and organizations for the purposes of fraud 
protection and credit risk reduction. 

​ ​ ​ ​ ​ ​  

 

 



Choices About How We Use and Disclose Your 
Information​ ​ ​ ​ ​  

We strive to provide you with choices regarding the User Data you provide to us. We 
have created mechanisms to provide you with the following control over your User 
Data:​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​  

• Promotional Offers from the Company. Where required by applicable law, we will 
send you promotional communications only with your prior consent. You may 
withdraw your consent at any time by using the unsubscribe link included in our 
communications or by contacting us.​ ​ ​  

In any such case of your withdrawal of consent, you acknowledge that there may be 
a delay before the Company fully implements your request and you may therefore 
still be contacted by the Company for a period of time thereafter. Notwithstanding 
your withdrawal of consent, the Company may subsequently contact you for other 
purposes that are unrelated to marketing and/or selling, including without limitation 
legal or regulatory purposes. Please be aware that applicable laws, statues, rules 
and/or regulations may require or permit the collection, processing, retention, use 
and disclosure of your information without your consent. Where processing is based 
on your consent, you may withdraw such consent at any time. Withdrawal of consent 
does not affect the lawfulness of processing based on consent before its withdrawal. 
Certain processing may continue where required by law or based on other lawful 
grounds.​ ​ ​ ​  

We do not control third parties’ collection or use of your information to serve 
interest-based advertising. However, these third parties may provide you with ways 
to choose not to have your information collected or used in this way. 

​ ​ ​ ​ ​ ​  

Do Not Track Requests 
​ ​ ​ ​ ​ ​  

Most Internet browsers can be set to transmit digital “Do Not Track” requests to 
websites. Such sites may but are not required to comply with “Do Not Track” 
requests. At this time, there is no industry-standard mechanism for recognizing or 
responding to “Do Not Track” signals. We process personal data in accordance with 
applicable data protection laws and user consent preferences. 

 

 



In addition to the User Data described above, when you use a Mobile Device to 
access and/or use the Sites, the Company may collect and process information and 
metadata about geographic location, mobile device, your mobile network, IP address 
and other information, general location information derived from IP address. The 
Company is entitled to use this information as described in this Policy. 

​ ​ ​ ​ ​ ​  

Third-Party Use of Cookies and Other Tracking Technologies 

Some content, including without limitation advertisements, on the Sites are served by 
third parties, including but not limited to advertisers, ad networks and servers, 
content providers, and application providers. These third parties may use cookies 
(alone or in conjunction with other User Attribution Devices or tracking technologies, 
such as JavaScript or web beacons) to collect information about you when you use 
our Sites. The information they collect may be associated with your personal 
information or they may collect information, including personal information and your 
IP address, about your online activities over time and across different websites and 
other online services. They may use this information to provide you with 
interest-based (behavioral) advertising or other targeted content. We may not control 
these third parties’ tracking technologies or how they may be used. If you have any 
questions about an advertisement or other targeted content, you should contact the 
responsible provider directly. 

This Policy does not apply to other advertisers or websites. Thus, we are advising 
you to consult the respective Privacy Policies of these third-parties for more detailed 
information. It may include their practices and instructions about how to opt-out of 
certain options. You can choose to disable cookies through your individual browser 
options. To know more detailed information about cookie management with specific 
web browsers, it can be found at the third-parties’ respective websites. 

​ ​ ​ ​ ​ ​  

GDPR Data Protection Rights 

Under applicable data privacy laws, including but not necessarily limited to the 
General Data Protection Regulation, we are the controller of your personal 
information that is collected under this Policy. We will retain and process your 
personal information so long as it is: (i) necessary and consistent to comply with our 
obligations for you under a contract, (ii) consented to by you, (iii) pursuant to our 
legitimate interests, such as fraud prevention (except where it is overridden by your 
interests or rights), and/or (iv) required for compliance with a legal obligation. 

Any individual physically located in the European Economic Area covered by this 
section of this Policy may also have the following rights:​ ​ ​ ​  



● The right to access – You have the right to request copies of your personal 
information. We may charge a reasonable fee only where permitted by applicable 
law, for manifestly unfounded or excessive requests.​
● The right to rectification – You have the right to request that we correct any 
information you believe is inaccurate. You also have the right to request that we 
complete the information you believe is incomplete.​ ​ ​ ​ ​ ​
● The right to erasure – You have the right to request that we erase your personal 
information, under certain conditions.​
● The right to restrict processing – You have the right to request that we restrict the 
processing of your personal information, under certain conditions.​
● The right to object to processing – You have the right to object to our processing of 
your personal information, under certain conditions.​
● The right to data portability – You have the right to request that we transfer the 
data that we have collected to another organization, or directly to you, in a 
structured, commonly-used and machine-readable format, under certain conditions. 

​ ​ ​ ​ ​ ​  

If you make a request, we have one month from receipt of your request to respond to 
you. 

If you would like to exercise any of these rights, please contact us using the contact 
information in the “Contact Us” section of the Policy. We will execute any such 
request to exercise any such rights to the extent it is possible, subject to: (i) any 
restrictions, including but not limited to where there are compelling legitimate 
reasons to continue any processing, and in such an instance we will communicate 
any such restrictions to you, and (ii) verification of your identity. 

If you are not satisfied with how we have collected and processing your personal 
information in accordance with applicable laws under this section of the Policy, you 
may contact and file a complaint with the appropriate supervisory authority in the 
Estonian Data Protection Inspectorate (Andmekaitse Inspektsioon) or your local 
supervisory authority. 

​ ​ ​ ​ ​  

The Company’s Social Media Sites​ ​ ​ ​ ​  

The Company maintains accounts and sites on third party social media websites, 
platforms and applications including without limitation, Twitter, Instagram, LinkedIn 
and Discord. Your use of the Company’s Social Media Sites shall be subject to all of 
the following: this Policy; the Terms of Use; and the terms of use, privacy policy, and 
all other applicable terms and conditions for each social media website, platform and 
application on which the Company’s Social Media Sites reside, as in effect at such 
time. 



​ ​ ​ ​ ​ ​  

In addition, when you register to use social media websites and platforms in general, 
you are generally required to furnish profile and other information to such websites 
and platforms in accordance with their own internal policies. Therefore, by using the 
Company’s Social Media Sites, you authorize the Company to collect and retain 
information about you, including your profile and other information you disclosed to 
such social media websites, platforms and applications and other information arising 
from your access and use of the Company’s Social Media Sites. The Company may 
process such information in accordance with this Policy and applicable data 
protection laws, based on appropriate lawful grounds.​​ ​ ​ ​  

Mobile Device Users of the Company’s Sites​​ ​
​  

You can access and use the Company’s Sites with virtually any mobile 
communications device such as a tablet, smartphone or wearable device that has an 
Internet browser application (a “Mobile Device”), provided that you subscribe or have 
access to a mobile telecommunications network. You are solely responsible to pay 
any and all service and/or telecommunications provider fees for mobile Internet 
access to the Company’s Sites including all applicable text messaging fees and data 
and other charges. The Company shall not be responsible for any technical or other 
difficulties that you may experience when you use any Mobile Device or public or 
private mobile communications network to access or use any of the Company’s 
Sites. Some of the features of the Company’s Sites may not be available or 
accessible when you view the Company’s Sites using a Mobile Device. You 
understand that the Company is providing its Sites to you on an “as is” basis without 
any warranty or guarantee whatsoever. Your Mobile Device may allow you to control 
and disable location services, cookies, and other privacy settings. Please refer to the 
instructions for your Mobile Device for additional information. There are potential 
risks when you use a Mobile Device. If your Mobile Device is lost, stolen, or 
compromised, or if someone else gains access to your mobile network, your 
personal information could be compromised or hacked. The Company implements 
reasonable technical and organizational measures to protect personal data, but 
cannot guarantee absolute security. 

 

 

​ ​ ​ ​ ​ ​  

 

 



Children's Information 

Another part of our priority is adding protection for children while using the internet. 
We encourage parents and guardians to observe, participate in, and/or monitor and 
guide their children’s online activity. 

​ ​ ​ ​ ​ ​  

The Sites are not intended for children under the age of sixteen (16). No one under 
the age of sixteen (16) may provide any personal information to or on the Sites. The 
Company is committed to the safety of children and to protecting the online privacy 
of children. The Company does not request or knowingly collect any personal 
information from children under the age of sixteen (16). If the Company becomes 
aware that a child under the age of sixteen (16) has provided personal information to 
the Sites, the Company shall take reasonable measures to delete all such 
information from the Company’s records. The Company relies on the parents and 
guardians of children to monitor their children’s access and use of the Internet, 
including the Company’s Sites. If you believe we might have any information from or 
about a child under the age of sixteen (16), please contact us at 
support@klondikepro.com. 

 

Risks 
The Company strives to protect the personal information, confidentiality and privacy 
of each user of the Sites. However, the Company cannot and does not guarantee the 
security of any personal information or User Content that you Post via the Sites or 
otherwise, and you do so solely at your own risk. 

You acknowledge that you are aware of security and privacy limitations including but 
not limited to: (1) the global accessibility of the Company’s Sites on the Internet; (2) 
the technological limitations of security, privacy, and authentication measures and 
features on Internet sites and specifically on the Company’s Sites; (3) the risk that 
data or information is transmitted to or from the Company’s Sites may be subject to 
eavesdropping, sniffing, spoofing, forgery, spamming, “impostering”, tampering, 
breaking passwords, harassment, fraud, electronic trespassing, hacking, denial of 
service attacks, nuking, system contamination (including computer viruses, Trojan 
horses, worms, defects, date bombs, time bombs, malware, ransomware, bugs, 
executables or other items of a destructive nature or any other malicious computer 
codes, scripts, applications or programs) causing unauthorized, damaging, or 
harmful access to and/or retrieval of information and data on your computer or 
network; (4) the risk that data or information on any of the Company’s Sites may be 
subject to other security or privacy hazards, may not reach its destination, or may 



reach an erroneous address or recipient; (5) unauthorized access by third parties; 
and (6) the content or the privacy policies of other websites, social media websites, 
platforms, and applications, including without limitation those to which the Company 
may link or be linked. 

​ ​ ​ ​ ​ ​  

Data Security​ ​ ​ ​ ​ ​  

Unfortunately, the transmission of information via the Internet is not completely 
secure. Although we do our best to protect your personal information, we cannot 
guarantee the security of your personal information transmitted through the Sites. 
Any transmission of personal information is at your own risk. You must protect the 
privacy of your own information. You are solely responsible for the security of all 
such information at all times. You must take precautions to protect the security of all 
personal information that you may transmit to, from or through the Sites over any 
home networks, routers, private wireless (WiFi) networks, public WiFi networks, and 
all other communication technologies. We are not responsible for circumvention of 
any privacy settings or security measures contained on the Sites. 

​ ​ ​ ​ ​ ​  

Law Enforcement​​ ​ ​ ​ ​  

The Company fully cooperates with law enforcement personnel and agencies in 
identifying those who use the Company’s Sites and/or services for illegal activities. 
The Company reserves the right to release information to law enforcement agencies 
about any user of the Sites, including without limitation any personal information 
and/or User Data, whenever required by law, court order, other legal process, 
government agency or authority, or regulatory agency or authority or whenever the 
Company, in its sole and absolute discretion, believes: (i) a user is engaging in any 
activities in violation of this Policy, the Terms of Use and/or applicable law; (ii) 
disclosure is necessary to prevent physical harm or financial loss; or (iii) is necessary 
in connection with an investigation of suspected and/or actual illegal activity. 

​ ​ ​ ​ ​ ​  

Contact Information 

To ask questions or comment about this Policy and our privacy practices, or to 
exercise a data protection right to which you may be entitled under this Policy, 
please contact us by email at: support@klondikepro.com.  


