Privacy Policy

Confrontational Meditation - Privacy Policy

1. Data Minimization

This application does not require user accounts, names, or email addresses. We follow a Privacy by Design approach
where most processing occurs locally on your device.

2. Third-Party Data Transfer

To provide real-time services, data is transmitted to the following providers: Binance API (market data requests, IP
address visible to Binance), Google Gemini (anonymized market data for Al chart analysis), and OpenAl (anonymized
data for Al voice output). Your IP address is visible to these providers as part of standard internet communication.

3. Server-Side Data Processing

All API requests are routed through our secure server infrastructure. Your IP address is processed temporarily in server
memory for rate limiting and abuse prevention (legitimate interest under Art. 6(1)(f) GDPR). IP addresses are not stored
in any database and are automatically cleared from memory upon server restart or after 24 hours of inactivity.

4. Session Tokens

When you open the application, a random session identifier (UUID) is generated and stored in your browsers local
storage. This token contains no personal information and is used solely to ensure fair usage limits per user. Session
tokens expire after 24 hours and are not linked to any personal identity.

5. Content Delivery & Security - Cloudflare

We use Cloudflare Inc. (101 Townsend St, San Francisco, CA 94107, USA) as a reverse proxy for DDoS protection and
content delivery. Cloudflare may process your IP address, browser type, and request metadata to filter malicious traffic.
Cloudflare acts as a data processor on our behalf.

6. Web Audio API

All sound generation (Sonification) is processed locally via your devices hardware. No audio data is recorded or
transmitted to external servers.

7. Payment Processing

In-app purchases are handled exclusively by Apple or Google. The provider does not have access to your banking or
credit card details.

8. Oracle Waitlist (Newsletter)

If you subscribe to the Oracle Waitlist, only your email address and the timestamp of registration are collected (data
minimization). No names, locations, or other personal data are stored for this purpose.

9. Purpose of Email Usage

Email addresses collected via the Oracle Waitlist are used exclusively for: (a) sending the Double Opt-In confirmation
link, (b) exclusive sneak peeks into the development of the mobile version, and (c) the official notification when the
mobile Oracle has been released. No other use.

10. Double Opt-In Procedure

We use a two-step verification process. A walitlist registration is only valid once the link in the confirmation email has
been actively clicked. This protects against unauthorized sign-ups.

11. Email Service Provider - Resend (USA)



For the technical delivery of emails we use Resend (Resend Labs Inc., 2261 Market St #4000, San Francisco, CA
94114, USA). Data may be processed on servers in the United States. We ensure proper handling in accordance with
applicable security standards.

12. Revocation & Deletion

You may revoke your consent at any time with effect for the future by clicking the unsubscribe link included in every
email. After unsubscription, your data is restricted in the active database unless statutory retention obligations apply.



